] UBND TINH HUNG YEN CONG HOA XA HQI CHU NGHIA VIET NAM
SO VAN HOA, THE THAO VA DU LICH Déc 1ap - Tu do - Hanh phuc

86:890 /SVHTTDL-VP Hung Yén, ngay 25 thang 8 nam 2023
V/v L hong bao mat anh huong cao va nghiém
trong trong cac san pham Microsoft cong bo
thang 8/2023

Kinh gui: Céc phong, ban, don vi thudc S6.

Theo Cong vin s6 1111/STTTT-BCVTCNTT ngay 22/8/2023 ctia S& Thong tin
va Truyén thong “vé viéc 16 hong bao mat anh hudng cao va nghiém trong trong cac
san pham Microsoft cong bd thang 8/2023”. Bé dam bao an toan thong tin cho hé thong
cua cac co quan, t6 churc, S& Vin hoa, Thé thao va Du lich dé nghi cac don vi:

- Ra soat 16 hong lién quan dén Microsoft Exchange Server dé phat hién va
c6 phuong an xu 1y kip thoi, dong thoi ting cudng gidm sat nham giam thiéu nguy
co bi tAn cong théng qua cac 16 hong nay.

- Kiém tra, ra soat, xac dinh may tinh str dung hé diéu hanh Windows c6 kha
nang bi anh hudng. Thuc hién cip nhat ban va kip thoi dé tranh nguy co bi tan cong.

- Tang cuong giam sat va san sang phuong an xir 1y khi phat hién c6 dau hiéu
bi khai thac, tn cong mang; dong thoi thuong xuyén theo doi kénh canh bao cua cac
co quan chure nang va cac t6 chtrc 16n vé an toan thong tin dé phat hién kip thoi cac
nguy co tan cong mang.

- Cac 18 hong bao mat:

+ L3 hong an toan thong tin CVE-2023-38181 trong Microsoft Exchange
Server cho phép d6i tuong tin cong thuc hién tan cong Spoofing. Di tugng tin cong
c6 thé khai thac 15 hong nay dé vuot qua ban va cho mot 16 hong da bi khai thac
trong thyc té, CVE-2022-41082.

+ L3 hong an toan thong tin CVE-2023-21709 trong Microsoft Exchange
Server cho phép doi tugng tan cong thuc hién tan cong ning cao dic quyén.

+ 04 16 hdng an toan thong tin CVE-2023-35368, CVE-2023-38185, CVE-
2023-35388, CVE-2023-38182 trong Microsoft Exchange Server cho phép doi
tugng tan cong thuc thi ma tir xa.

+ 03 156 hong an toan thong tinCVE-2023-35385, CVE-2023-36910, CVE-
2023-36911 trong Microsoft Message Queuing cho phép di tuong tin cong thuc thi
ma tur Xa.

+ 02 16 hong an toan thoéng tin CVE-2023-29328, CVE-2023-29330 trong
Microsoft Teams cho phép ddi tuwong tin cong thuc thi ma tir xa.

+15 hong an toan thong tin CVE-2023-36895 trong Microsoft Outlook cho
phép dbi tuong tan cong thyc thi ma tir Xa.

+ L) hong an toan thong tin CVE-2023-36896trong Microsoft Excel cho
phép ddi tuong tan cong thue thi ma tir xa.



+ L& hong an toan thong tin CVE-2023-35371 trong Microsoft Office cho
phép dbi tuong tan cong thyuc thi ma tir Xa.

Trong truong hop can thiét co thé lién hé dau mbi hd trg cua Cuc An toan
thong tin: Trung tdm Giam sat an toan khong gian mang qudc gia, dién thoai
02432091616, thu di¢n ti: ncsc@ais.gov.vn.

Tran trong./.
Noi nhgn: TL.GIAM POC
- Nhu trén; MNH VAN PHONG
- Lanh dao Sé¢;
- Luu: VT, VP.

Ky boT: 8¢ Vin hoa - Thé thao va Du
lich

Co quan: Tinh Hung Yén
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Vii Thi Lac
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