~ UBNDTINHHUNG YEN CONG HOA XA HQI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG Djc 1ap — Tw do — Hanh phuc

So: 1711]/STTTT‘BCVTCNTT Hung Yén, ngay22 thang 8 nam 2023
V/v 16 hong bao mat anh hudng cao va
nghiém trong trong cac san pham
Microsoft cong bd thang 8/2023

Kinh gui:
- Vin phong Doan DPBQH va HDND tinh;
- Van phong UBND tinh;
- Cac s, ban, nganh tinh;
- UBND céc huyén, thi x4, thanh phé.

Theo thong bao ciia Cuc An toan thdng tin — Bo Thdng tin va Truyén thdng
vé 15 hong bao mat anh huéng Cao trong cac san pham Microsoft, véi 74 16
hong bao mat trong cac san pham caa Microsoft. Trong d6 dang chi y cac 15
hong bao mat sau:

- L& hong an toan théng tin CVE-2023-38181 trong Microsoft Exchange
Server cho phép ddi twong tan cdng thuc hién tan cong Spoofing. Pdi tuong tan
cong c6 thé khai thac 16 hong nay dé vuot qua ban va cho mot 16 hong da bi khai
thac trong thuc té, CVE-2022-41082

- L& hong an toan théng tin CVE-2023-21709 trong Microsoft Exchange
Server cho phép ddi turong tan cdng thuc hién tan cong nang cao dic quyén.

- 04 15 hong an toan thong tin CVE-2023-35368, CVE-2023-38185, CVE-
2023-35388, CVE-2023-38182 trong Microsoft Exchange Server cho phép doi
tuong tan cong thuc thi ma tir xa.

Trung tdm Gidm sét an toan khong gian mang quéc gia (NCSC), Cuc An
toan thong tin, da phat hanh cac van ban canh bao dién rong vé nhiing 15 hong
anh huong dén Microsoft Exchange Server. Piéu ndy cho thiy Microsoft
Exchange Server van ludn 1a muyc tiéu hang dau dugc cac doi tuong tan cong co
cha dich nham dén. Vi vay, ¢é dam bao an toan théng tin cho hé théng cua cac
co quan, to chtic, Cuc An toan thong tin tran trong dé nghi cac don vi ra soéat 15
hong lién quan dén Microsoft Exchange Server dé phat hién va c6 phuong an xir
ly kip thoi, dong thoi ting cuong giam sat nham giam thiéu nguy co bi tan cong
thong qua cac 16 hong nay.

- 03 15 hong an toan théng tin CVE-2023-35385, CVE-2023-36910, CVE-
2023-36911 trong Microsoft Message Queuing cho phép dbi tuong tan cong



thuc thi ma tur xa.

- 02 15 hong an toan thong tin CVE-2023-29328, CVE-2023-29330 trong
Microsoft Teams cho phép ddi tuong tan cong thuc thi ma tir xa.

- L& hong an toan théng tin CVE-2023-36895 trong Microsoft Outlook cho
phép ddi twong tin cong thyc thi ma tir xa.

- L& hong an toan thong tin CVE-2023-36896 trong Microsoft Excel cho
phép ddi tugng tan cdng thuc thi ma tir xa.

- L4 héng an toan thdng tin CVE-2023-35371 trong Microsoft Office cho
phép d6i twong tan cong thuc thi ma tir xa.

Pé dam bao an toan thdng tin cho hé thdng théng tin ding chung caa tinh
Va cua cac co quan, don vi trén dia ban tinh, gép phan bao dam an toan cho
khdng gian mang Viét Nam, S Thong tin va Truyén thong dé nghi Quy co quan
chi dao bo phan chuyén mén thyuc hién ra soat, khac phuc 16 héng bao mat trén
theo khuyén nghi sau:

1. Thuc hién kiém tra, ra soat, xac dinh may s dung hé diéu hanh
Windows c6 kha nang bj anh huong. Thuc hién cap nhat ban vé kip thoi dé tranh
nguy co bi tan cong (tham khdo huwéng déin kém theo Cong vin sé6 1500/CATTT-
NCSC gui kem).

2. Tang cuong giam sat va sin sang phuong an xu Iy khi phét hién c6 dau
hiéu bi khai thac, tin cdng mang; dong thoi thuong xuyén theo ddi kénh canh
b0 cua cac co quan chirc ning va cac to chuc 16n vé an toan thong tin dé phat
hién kip thoi cac nguy co tan céng mang.

3. Trong trudng hop can thiét can hd trg Quy co quan lién hé dau méi hd
tro cua Cuc An toan thoéng tin: Trung tdm Gidm sat an toan khéng gian mang
quéc gia (NCSC), dién thoai 02432091616, thu dién ti: ais@mic.gov.vn.

S¢ Théng tin va Truyén théng dé nghi Quy co quan quan tdm chi dao va
phdi hop to chirc thuc hign./. .

Noi nhan:

- Nhu kinh gui;

- UBND tinh (thay béo céo);

- Cong an tinh (dé biét);

- Giam ddc, Pho Giam doc S¢ (e Quang);
- Luu: VT, BCVTCNTT.
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